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DETAILED ACTION 

Response to Arguments 

1 . Applicant's arguments been fully considered but they are not persuasive. 

2. Applicant's arguments filed 1/06/2009 as part of an After-final Amendment 
remain unpersuasive for the reasons given in the reply mailed 1/29/2009. 

3. Applicant currently presents no new arguments other than a general allegation of 
patentability; said allegation is not persuasive. 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 2, 4-10, 22-25, 46 and 56-71 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Jennings and Peterson (RFC 3325 Internet Draft, 
http://tools.ietf.org/htrnl/draft-ietf-sip-asserted-identity-00, May 27, 2002), hereafter 
Jennings, in view of W. Marshall et al. (draft-ietf-sip-privacy-04.txt, February 27, 2002), 
hereafter Marshall, further in view of 3GPP TSG SA WG3 Security - S3#18, Proposed 
changes to 33.2000 about Za, Zb, Zc interfaces, hereafter 3GPP. 

3. Regarding claim 1 , Jennings shows a determining configured to determine 
whether a message received at a first network has been through a security check by 
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determining whether or not the message has been received with security (i.e., from a 
node that is in its "trust domain", see section 5) 

a forwarder configured to forward the message within the first network regardless 
of the result of the determination (section 4) 

and utilizing security indications on the Application layer (via showing P- 
Asserted-ldentity used in the SIP header, which is an Application layer protocol, the top- 
most network layer). 

Jennings shows when a message will not go through a security check, then 
modifying the message (pg. 6, paragraph 1) but does not show modifying when a 
message has not been through a security check. Also, Jennings does not explicitly 
show wherein the message has been received with security at a first layer. 

Marshall shows a modifier configured to modify the message so as to indicate 
that the message has not been through a security check if the result of the 
determination is that the message has not been through a security check (7.5). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Jennings with that of Marshall because both 
disclosures are IETF drafts addressing SIP, and are thus designed to complement each 
other and be used together. 

Jennings in view of Marshall do not explicitly show where the message that has 
been received with security is at a first layer. 

3GPP shows utilizing the Za interface, which utilizes IPSec, a Network layer 
protocol, to deliver messages with security (pgs. 1 and 2). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Jennings in view of Peterson and 3GPP in order to 
further utilize developing standards, helping to assure compliant and predictable 
operation. 

Jennings in view of Marshall and 3GPP thus teach all of claim 1 . 

4. Regarding claim 2, Jennings in view of Marshall and 3GPP further comprising a 
receiver configured to receive messages via a secure interface and a second network 
(3GPP, Fig. 1 , Jennings, section 5) and directly from outside the first network (Jennings, 
sections 5 and 6). 

5. Regarding claim 4, Jennings in view of Marshall and 3GPP further show wherein 
the message comprises a second layer identity header (Jennings, Sections 4 and 5, 
represented the SIP header which includes P-Asserted-ldentity), and wherein the 
modifier is configured to include the second layer indication in the second layer identity 
header of the message (Jennings, sections 4 and 5). 

6. Regarding claim 5, Jennings in view of Marshall and 3GPP further show wherein 
the message comprises a session initiation protocol message (Jennings, section 5). 

7. Regarding claim 6, Jennings in view of Marshall and 3GPP further show wherein 
the identity header comprises a p-Asserted-ldentity (Jennings, 5 and 12). 

8. Regarding claim 7, Jennings in view of Marshall and 3GPP further show wherein 
the message comprises a second layer identity header, and wherein the modifier is 
further configured to modify the message so as to indicate that the message has not 
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been through a security check by removing at least part of the second layer identity 
header (Marshall, 6.1 and 7.5). 

9. Regarding claim 8, Jennings in view of Marshall and 3GPP further show a 
detector configured to detect whether the second layer identity header is of a particular 
type and when so to remove at least part of the header (Jennings, 4 and 7). 

1 0. Regarding claim 9, Jennings in view of Marshall and 3GPP further show wherein 
the message comprises a session initiation protocol message (Jennings, 7). 

1 1 . Regarding claim 1 0, Jennings in view of Marshall and 3GPP further show 
wherein the detector is configured to detect whether the second layer identity header 
comprises a p-Asserted-ldentity type (Jennings, 7). 

12. Regarding claim 22, Jennings in view of Marshall and 3GPP further show a 
system comprising a security server (Marshall, 6.1) and 

a network processing element, the security server being configured to receive a 
message, determine whether the message has been through a security check by 
determining whether or not the message has been received (Jennings, sections 4 and 
5) with security at a first layer (3GPP, pgs. 1 and 2), when the result of the 
determination is that the message has not been through a security check modify the 
message so as to include a second layer indication (Jennings, 4 and 12) that the 
message has not been through a security check (Marshall, 7.5) wherein the second 
layer is a higher layer than the first layer (where the Za interface using IPSec operates 
on the Network layer; 3GPP, pg. 2, and the SIP header modifying operates on the 
higher Application layer; Jennings, sections 4 and 12) and forward the message to the 
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network processing element regardless of the result of the determination (Jennings, 4 
and 5). 

1 3. Regarding claim 23, Jennings in view of Marshall and 3GPP further show 
wherein the security server is configured to receive messages via a secure interface 
(3GPP, pg. 2) and another security domain and directly from outside the system 
(Jennings, sections 5 and 6). 

14. Regarding claim 24, Jennings in view of Marshall and 3GPP further show 
wherein the network processing element is configured to receive a message forwarded 
by the security server and determine whether the message has been modified so as to 
include a second layer indication that the message has not been through a security 
check, and when the message has been so modified, perform one or more security 
checks in respect of the message (Jennings, section 5 and Marshall, 6.1 and 7.5) 

1 5. Regarding claim 25, Jennings in view of Marshall and 3GPP further show 
determining that a message received at a first network has not been through a security 
check by determining that the message has not been received with security at a first 
layer (Jennings, sections 4 and 5 and 3GPP pg. 2) 

modifying the message so as to include a second layer indication that the 
message has not been through a security check, wherein the second layer is a higher 
layer than the first layer (Marshall, 6.1 and 7.5); and 

forwarding the message within the first network (Marshall, 7.5). 

16. Regarding claim 46, Jennings in view of Marshall and 3GPP further show 
determining means for determining whether a message received at a first network has 
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been through a security check by determining whether or not the message (Jennings, 
sections 4 and 5) has been received with security at a first layer (3GPP, pg. 2) 

modifying means for, when the message is determined not to have been through 
a security check, modifying the message to include a second layer indication that the 
message has not been through a security check, wherein the second layer is a higher 
layer than the first layer (Jennings, sections 4 and 12 and Marshall, 7.5) 

forwarding means for forwarding the message within the telecommunications 
network regardless of whether the message has been through a security check 
(Jennings, 4). 

1 7. Regarding claim 56, Jennings in view of Marshall and 3GPP further show 
wherein the message comprises a second layer identity header, and comprising 
including the second layer indication in the second layer identity header of the message 
(Jennings, Sections 4, 5 and 12). 

18. Regarding claim 57, Jennings in view of Marshall and 3GPP further show 
wherein the message comprises a session initiation protocol message (Jennings, 
Sections 4, 5 and 12). 

1 9. Regarding claim 58, Jennings in view of Marshall and 3GPP further show 
wherein the identity header comprises a p-Asserted-ldentity (Jennings, Sections 4 and 
12). 

20. Regarding claim 59, Jennings in view of Marshall and 3GPP further show 
wherein the message comprises a second layer identity header, and further comprising 
modifying the message so as to include a second layer indication that the message has 
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not been through a security check by removing at least part of the second layer identity 
header (Jennings, 4 and 12 and Marshall, 6.1 and 7.5). 

21 . Regarding claim 60, Jennings in view of Marshall and 3GPP further show 
detecting whether the second layer identity header is of a particular type and when so 
removing at least part of the header (Jennings, 4 and 7). 

22. Regarding claim 61 , Jennings in view of Marshall and 3GPP further show 
wherein the message comprises a session initiation protocol message (Jennings, 4 and 
12). 

23. Regarding claim 62, Jennings in view of Marshall and 3GPP further comprising 
detecting whether the second layer identity header comprises a p-asserted identity type 
(Jennings, Sections 4 and 12). 

24. Regarding claim 63, Jennings in view of Marshall and 3GPP further show 
wherein the security at a first layer is security applied to a message at a security 
interface between two security domains (3GPP, Fig. 2, pg. 2). 

25. Regarding claim 64, Jennings in view of Marshall and 3GPP further show 
wherein the security interface is a Za interface (3GPP, Fig. 2, pg. 2). 

26. Regarding claim 65, Jennings in view of Marshall and 3GPP further show 
wherein the forwarder is configured to forward the message over a Zb interface (3GPP, 
Fig. 2, pg. 2). 

27. Regarding claim 66, Jennings in view of Marshall and 3GPP further show 
wherein the security at a first layer is security applied to a message at a security 
interface between two security domains (3GPP, Fig. 2, pg. 2). 
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28. Regarding claim 67, Jennings in view of Marshall and 3GPP further show where 
the secure interface is a Za interface (3GPP, Fig. 2, pg. 2). 

29. Regarding claim 68, Jennings in view of Marshall and 3GPP further show 
wherein the security server is configured to forward the message to the network 
processing element over a Zb interface (3GPP, Fig. 2, pg. 2). 

30. Regarding claim 69, Jennings in view of Marshall and 3GPP further show 
wherein the security at a first layer is a security applied to a message at a secure 
interface between two security domains (3GPP, Fig. 2, pg. 2). 

31 . Regarding claim 70, Jennings in view of Marshall and 3GPP further show 
wherein the security interface is a Za interface (3GPP, Fig. 2, pg. 2). 

32. Regarding claim 71 , Jennings in view of Marshall and 3GPP further show 
comprising forwarding the message within the first network over a Zb interface (3GPP, 
Fig. 2, pg.2). 

33. Claim 13 rejected under 35 U.S.C. 103(a) as being unpatentable over Jennings 
in view of Marshall as applied to claiml above, and further in view of Soininen (RFC 
3574 Internet Draft, http://tools.ietf.org/html/draft-ietf-v6ops-3gpp-cases-00, September, 
2002). 

Jennings and in view of Marshall and 3GPP show claim 1 . 

Jennings and in view of Marshall and 3GPP do not show an interrogating call 
session control function. 

Soininen shows where an apparatus comprises and utilized an interrogating call 
session control function (Section 3.2). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Jennings and in view of Marshall and 3GPP with 
that of Soininen in order to provide for an SIP system adhering to the 3GPP networking 
standard (Soininen, Section 3.2). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to John M. Macllwincn whose telephone number is (571) 

272- 9686. The examiner can normally be reached on M-F 7:30AM - 5:00PM EST; off 
alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Andrew Caldwell/ 

Supervisory Patent Examiner, Art 

Unit 2442 

John Macllwinen 
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